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« VINITIVICHETBDHCTAREE

« (AERO—EBELTOODD

- AIF|FARFOTOTANDSIE
« AIOFIH
- JOTR5%E
« TMH—R

- Ya\)

2022/2/25 NIL



VINDI7(CHITDRZTAREIE

Trustworthiness

et EFE (1FICEEME) DS(C

2022/2/25 NIL 3



SGEECIESES

- JOJ 3
{C}P{S} (1)

COIRRENSPZRITI DESDIRRE(CRD

Linl

- x99 RIF (weakest precondition)
C = wp(P,S) (2)

ERISBRISATLS, PICLOTSHARIZITS LT, REHIFIDTHL (DRW) &4+

2022/2/25 NIL 4



CNETOEWREA : AZTUAREIE

EVAREIRE (S, [EFMNBETINZRAVT, ESNI0I54 () pMiRRE
R TVSLEREERT B T

| (752
 ZADBEEZORIRE, FRFEEEATRLEMEBELTVET.
' ISO 26262 (B#HE) , EN 50128 (#u&) , DO-178C (finZEt)

_______________________________________________________________________

FERAREEDED7J0—F
TL : R

- BEFIIEER EDEBIREEDIEFE. EERVREECABRNCE (Safety) , EEDIREEICLONA
7 = %2t (Liveness) zi&. FEORIENDS. JONFT/(ELTLIN(*) TELk.

sty JOJ5ADIEUS%ZEEBATES. 18U, SEBAnIRER&EH(C(EHIRN %S (SEBHZRD
- \ 7 —_— — !
HENTIO-F amlismasEmns) .

T BRIV — REEAT. REETONTADIBEFEANCAE. BEHEZ2IRL T 25END
- INERARTIR ﬁﬁ’] AT, AR TADEERFEARN(CAE. BIFEzR i

2022/2/25 NIL 5



Ada ... SPARK

« Ada
« VB I ZIFEETRERNRTOTSLEE (RYIDFABIEIL19834F)
o« [IEREERZDHE
- SEENGETIIRT, ARIRIEDHZERE (e.q. APSE)
- EAHI : Boeing 777

« SPARK
« AdadDEB B LER ¢ 2259 189E%5T (AdadAspectsFIF)
o JO—7347/F1TRHRE /1IEUEDEEEH (—FEDikEERIEECIR(CLD)
s HENFERELT, MICEKIT—R-T-ARI—-REHHD
- EAHI : Euro Fighter, C130]

2022/2/25 NIL 6



SPARKAZZUAREIES : 1X1kED

package Show Failed Proof Attempt )\ — SRR EE{TT
with SPARK Mode

SPARKI—RT
0D AR

C : Natural := 100;

=TRAL =L\ procedure Increase (X : in out Natural) with
. (?EEE?)L Post => (if X’0ld < C then X > X’'0ld else X = C);

end Show Failed Proof Attempt;

AARED : FHE= Increase LB

FREMTIE, FHRENMRTULLECHKIZLTVWINRERMFZRT. CITIE, ANDXDIEHZEEC
FONESVRBIE, HAXE, ADXEDBTKERD, ENBIOEATIELCHOEICFLL LR
TERELTRLTWS. TN, FHESFIBEBEEOIE2H 18133,

BE, X0ld &, COFHEILFITIBHOBERBXDEOIL. X (& in out NSX=FTHD, {EN

Z{t93
2022/2/25 NIL
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« THTON RHRSEATHERL LY

« BEEITEICBLTIEZ, ODDMD:EE(LH

C = wp(P,S) (2)

2022/2/25 NIL
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Definition of ODD in J3016:2021 and SHs K%

Definition 3.21 Operating conditions under which a given driving
automation system or feature thereof is specifically
designed to function, including, but not limited to,
environmental, qeoqraDhlcaI and time- of—dav
restrictions, and/or the requisite presence or absence
of certain traffic or roadway characteristics.

o T\ ®
KA

Geography Environment Time-of-day Car, Pedestrian ..

2022/2/25 NIL 10



ODDOZFS & F I HA

FEFEAICEDST, FI

1B DAERNPUTIHRE G FIREE T 2 ENHD

Public (User)

Availability, Usability

Manufacture
(Developers)

Business reque

Legal request

(2) EREXEFEETHRIO—EBRIE

ETEEEHOHEOFHEICETIRELEBMT 51FH. HEOHEETS.

[ETRBEZHOREDOFiEOBE]

- ETREEGONEEREY HE L, BRMETRENMMERASH SRR (5. JR, EH)] ¥
§_§§§EET:$E§¥~ BEEICRIEBNAUTICHEET 5 LMY HERS2ELRBEREICRE

—HFECREBRSARETHEASADIIOLRELELBESNT, BHETEBEICRIRRE
£[CHEETHLOTHDI &,

EERBERERFEOFRICEYMEER T EEFICR . FHOFEERYET I ENTES,

Technical reaso

OEM

2022/2/25

Supplier

Design/Test

Owner Passenger Lawmaker

NIL

Regulators

Government

Jurisdiction
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ODDECHVAICEK I FEDNDARAS - XFE

o # | o | Title | Issuedby | Date _

Operational Design Domain (ODD) taxonomy

1  BSI PAS 1883 for an automated driving system (ADS) - BSI ;ézﬁ(\)ug
Specification
Operational Design Domain for Automated Waterloo
Driving Systems Taxonomy of Basic Terms Intelligent
2 WISE (Operational World Model Ontology - Part 1 Systems Jul.2018
Road & Part 2: Road Users, Animals, Other Engineering
Obstacles, and Environmental Conditions) (WISE) Lab
AVSC Best Practice for Describing an Automated
3 AVSC Operational Design Domain: Conceptual Vehicle Safety Apr.2020
Framework )
. Consortium
and Lexicon
4  OpenODD (Ontologies and ODDs at Five) (Lain Whiteside) (Zggro)

2022/2/25 NIL 12



Example (from AVSC)

The system is designed to operate on the road network in the
urban center of Detroit, Michigan on all streets with a speed limit
of 35mph or less. Its boundary is constrained by I-75 to the
north; I-375 to the east; M-10 to the west; and Atwater Street
along the Detroit River to the south. The areas around the Detroit
Police Department and Department of Public Safety are excluded
from this ODD. The system is capable of operating during daylight
hours when the sun is at or above the horizon. It can operate in
fair weather, including wind gusts up to 31 mph, light rain, and
light snow, provided the road surface is not covered by snow nor
standing water. It recognizes and understands all signage and
traffic control devices inside this ODD. Work zones are coordinated
with the local transportation department and excluded from the
route network as needed. And the System needs -cellular
connection.

2022/2/25 NIL

,,,,,,,,,

Atwater: Str.

The Salvation Army __JTCE center
— ~
WEST SIDE =22
» o 9 = /
o B River{ronufBie

—

Geofence Region
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WISE : ODD&*=

« ADS for Level 4 and Level 5

Top Level 2nd Level Top Level 2nd Level
road type and capacity

: ground vehicles, including their occupants
road surface type and quality

animal riders

road geometry Road users
cross-section design pedestrians
traffic control devices traffic control persons
pedestrian crossing facilities small

Road structure | cycling facilities Animals medium-size
junctions large

railroad level crossings
9 Other obstacles -

bridges : —
atmospheric conditions
tunnels _
) Environmental lighting conditions
driveways conditions
temporary road structure weather-related road surface cond.

2022/2/25 NIL 14



WISE: $lzZ|D=TTHD

L-tl;(\)/pel 2nd Level values Top Level 2nd Level values
NC occupants
road surface type and quality NC Road animal riders NC
users _
road geometry NC pedestrians NC
cross-section design NC traffic control persons NC
?
traffic Control devices NC small '
. o 5
Road pedestrian crossing facilities NC Animals medium-size '
?
structure | cycling facilities NC large '
junctions NC Other _ NC
_ _ obstacles
railroad level crossings NC
bridges NC atmospheric conditions fair, light rain, light
. snow, no gust
tunnels - Environ-
mental lighting conditions daytime
driveways Ne conditions not covered by
temporary road structure NO weather-related road surface cond. SnOw
2022/2/25 NIL 15




FREIER] AETE

« B . HIUWIIEULWIEZEEBATESEVDSEE (the fact of
being able to be proved to be true or correct ; Cambridge

dictionary)
« EF(CRVTE, BROIRENETEININEOHZMERLERNL, end-to-
end 0)1‘%&73‘“( %5 OEDR: Object and Event Detection and Response

« FREEETEEME: Imp (an ADS) E Spec (an ODD + fgogpg +0)
o (TERZECIRT BIENTETRLAIN. TSHEINIE, WMAiRBECET ?
 IREEO]REEZ EHDFEDOVEDE, SEMEDIRRTHD.
« DEDOH : Toulmin®ETILZFHWLD

2022/2/25 NIL 16



UL4600

|~I

c 34 k)L BER R ZFTMTSE-0HDLZEEICXT H1Z# (Standard for
Safety for the Evaluation of Autonomous Products)

« 17 . 202048
« %541 : [5miE (argumentation) J(CED<KE—IJF745—AN-2R
« ODD Clauses (8.2);
() 8.2.1 ERIRETRAA>(ODD)d, BEUERTERTETIMEINTNSTE
Partialld Ye@ ODD(3, BERVATLANENMEIIEEITIRIEmZN/-ULTWDIE
NO  8.2.3 ODDHh5MiERR(E, ZBERIRERE R ECTUEEINDIE
NO 8.2.4 ODDOZEEZIREL, BFRFITR—RXIDE

ODD
exit

2022/2/25 NIL 17
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« Al (AIANEE
nEEEE (BRS, S>MILIAT)
« ML (#t%=53)
T—AZRAVT, HETHICEBZITS
HEmdHD /12U, #EFENHD
- DL CREZE)
ZEOBL)-RnBRD (Z1-3rybhI—)) , ZHOT-H92RAVT, FBBZITS
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2 e

- EEREIR .« IKFEEMROEIR - FSHORE
- BRSNTZIEA M - BEEREOY 8% « T4\ —
« NSOW2a—-FT4>0 « BRILBRWVWI(—RN\WT  « TADEEE
« Y- ZEIH V=7 ¢ STALDIEL
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AT

Arpteg, Anders, et al. "Software engineering challenges of deep learning." 2018 44th Euromicro Conference on Software
Engineering and Advanced Applications (SEAA). 1IEEE, 2018

2022/2/25 NIL 19
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A) AT EONUEESFE
* FATHAINDEDMETERITDIN

B) AIZ AT LD5AT
95” ulﬂ’t/}ﬁuﬁﬂ Bt 95”

C) EM(CHIFBAXIRIATLEAIED 1)
« EOTATLATERLUIIN. EOHEEE(

D) FEINRE (FB0D) mEFE
. —REHIRISO25000(SQuaRE)DAETIC

2022/2/25 NIL
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A) AT EDOMIEEFFIE

[BEETE] RiREHRS0DDEC

[AIFIA] F-AEEBIJOtA/E7)IEEBIOTX
[m&] BRERILROENR, 1R
© @)
) 4 N 5 o T
Concept Development Production Operations/Maintenance Decommission
Pre "Type Approval(TA)" L TA i Post "Type Approval(TA)" .
Safety Update
Security Update
_ How to update?
How to verify? How does post-type-approval realize?
BALDEZBNERD : IR E, BI5Z0E/DH1E, AITHE, RIBZCHEIARES, E/(FZEELRV
2022/2/25

NIL 21



B)EDELIRALIS AT Lh

HE8 : Forbes, "AI Knowledge Map: How To Classify Al Technologies, —&BDd»
https://www.forbes.com/sites/cognitiveworld/2018/08/22/ai-knowledge-map-how-to-classify-ai-technologies/?sh=7b35c5017773

A=1=5—>3>

& T1H]
Ik A7
T~ Z1-3IRyhI-7
5 (e.g. DL)
Elb\%[l
hmanh SN, b FE
R mFE
e

2022/2/25 NIL 22



C) LCTIEAIDN : BELAIED 1-ILOALE

ADS-DV(SAE L5)

D

Virtual Driver \r/
) Location E o Ii
i ) — Mission Planner '

v Route segments

Y

Env. info

Motion Planner/Controller

Maneuvering info

e Self motion inf Trajectory Controller Commands Gln}@
[/ \

/7 N\

@

Safety Mechanism (Fallback)

Sensor Integrator

¥o

Low Level Cont.

Y

2022/2/25 NIL 23



D) E,_\@“/\‘%c'ﬁ':

23ERY (DIN92001): - fmif Lk (EGTA)

« =A%t (DIN92001)
- PERE/FEMERE, O)CAME (-2, Bt /451b) |, IEBREOIRENM

. EGTA

BIRA]EEME
R — —
ERBMER dZ1=45—-33>
ABII->1>>—tER ABI->1>3—- FNERNATAORRE
ARBCLDERR SRR, RERENTE PO ZAAIReEEIZIN—HILTHAL>
(I BLIVIRETFIUT/ 2T =GRS DS
TA=WI\WIT5> BIEamEE T CIRERIRETHD
M0\ A MR REZ 2% —REEZ 2% HE /IEEORREE ABI->1>3—
N ANBICEBEAR
EFEEEBEEMS E-ZSAREE
TIANS—ET—5{RE i B EOR/IMEEHRES
TR —EF—THNFVR F—IREET—ADERE M M- oD
B2 DF —HINDT I F5

2022/2/25 NIL EGTA:=Ethics and Guidelines on Trustworthy AI (EASA) 24
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EASA concept paper First usable guidance for level 1 machine learning applications
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« T—AlE, CNFTLULICE

F AT HER

- FTHOIEREME

—-  THORRRE

—  ERNET-IDME

— (BERYNI-IZNTLT) &7/ IR /X EROBIENBRNIE
—  THOHFREASTET SHEEE (ML—BEUT ()

7% (FILE) - FSPERENORRICEATIRE CHBLVSEEE (ERY)
- AR (RRMELREN) K- NTBBUEAT S THBTE
T—HES S L
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AR A(c£SENNN BRI OT A NIL

ZEBIOEX

EASA concept paper First usable guidance for level 1 machine learning applications

B RETINEERATDIL

- HEEEM, JFSEEEM (WCET)
FRAISHIHIENR

£t \7';'3\3&7' JIEIR —  EFNI7INEETIEIR
_ 2B TUZLOER
_ KTA-TIABLUBE A NIvIADUS IR SHIIT 3R N IBE IR DERIR
_ EFLOSATAEDEOA NI IBLVEFELAN
C R —IIUBE (\-ROIFPBEUYTRITT)
_ EFITA—HOUEH B
L ISR S A— DRI
T L5 ~ R—I, B, BEUTFANS 5ty NTHIRRNS/CTA—T >R

E7ILEE

2022/2/25 NIL 26
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214 7B\ JOCAD—5

AIE>1-)l (AIM) - FRAFEGRE

PAF L SCSC-153B, UL4600, DIN 92001%%!|AH

AIM
AR Adversarial Robustness
CR  Corruption Robustness|
(functional/non-fup LIA Likelihood & Impact Analysis
P1 P4.1 P4.2
\ c . P5
\ @ . — - — T

Requirements Algorithm and e Tretie COM1-3 Training : Evaluation of Training Verification Transfer

Spedification Data (S:COM1-3) Data (S:COM1-1,1-2) | Acceptable Data (UL.8.5.3) i for

of AIM 'S : ' Functional Evaluation (S:COM2-1) operation

P3.1 , : ! Non-Functional Evaluation (S:COM2-2)
P3 Data Bvaluation (DIN!3.3) i . ) -
P3.2 ' '+ Algorithm performance is measured objectively
S b ® (s:coM2-3)
Horizontal Process Creating Verification Data : i
Typical errors are identified i
and protected against :
(COM3-2) : :
i ’ i i [ 4 : : ®
ZQ§|:ilr?:t;:teh?ng|5|)§t]§;nour Is i Performance boundaries are established and complied with (S:COM2-4)
Risk Analysis (DIN RGE) i E
HW/SW Separation :
! AR/CR Threat Model i i
\/(DIN 5.2.2) Analysis, LIA (DIN 5.3.2) l‘ AR/CR Robustness Evaluation (DIN:5.3.4, DIN: 5.4.4)
V.
v
Robustness Analysi Test Planning (DIN: RAR_EVL.1, RCR_EVL.1)
R: DIN 92001-2

2022/2/25 NIL 27



JOTRICERISARGER{ER

We will consider the above in detail. Let's say design
is D and coding is C. The test is T. Abstractly, we can
think the following order.

D<C<T (1)
The symbol '<' indicates the execution order here.
Now, decompose T1 as follows.

T:=T1i <T2<T3 (2)
Here, Ti1 is test case creation, T2 is test code

creation, and T3 is test execution. Simply, (1)
becomes:

D<C<(T1<T2<T3) (3)

However, if you think about test first, you can also:

Next, consider the process instance. Now assume that {dii, diz,
.., din} is an instance of process element D.

dii, ..., dy: Dr1 is a critical element, and I want to confirm its
feasibility early. On the other hand, di, ..., din: Dr2 is an easy
element so that we can design it later.

If you take a strategy to tackle difficult issues first, we can get
the sequence showing below:

Dpi < Cp1 < Tp1 < Dp2 < Cp2 < T2 (6)

This is a kind of incremental approach. It is easy to find for us by
using parenthesis.

(Dp1 < Cp1 < Tr1) ) < (Dp2 < Cp2 < Cr2) < ... (7)

D<Ti<T2 <C<Ts3 (4)
or,

Ti<D<T2<C<Ts3 (5)

2022/2/25

The work products are the same in both cases. The only
difference is the choice of the process designer.

That is, the work product definition of each activity does not
uniquely determine the order in which the activities are enacted.

NIL 28
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BEE et
186 [ﬂ _ /- s
E \
44 —
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SCSC-153B Cards

2022/2/25 NIL 29



SCSC-153A: a sample TM card

AC (Autonomous Car) ML (Machine Learning)

COM1-1 : F—HENICHEBH LV EHEHENBCE
LEERT Ay NEES I 2B E [ TR RT -y MM B EE S B S . [T —RA X2 IO RICBSRVISISEET
INEBNHDFT. REXE BEZIF O TEMRSINEDITHREOY > TILH)\WI R7Z2{ERK T ZRIREIENSHNFET |, T 14—
Ry MBI O—-RURIEER (FIvIYLRE) OEFEEZMEZRIBIHERULEOERIUTFENMEII DB ELHDFT.
s so, U lncom | |F-smiz=s
_ e EIFEFH(D) : JER0
T4 : :
Since Unless N
A7>0— REFD - PN
FIvIH LR 7SOl
— T A3 Tl
On account of
B| 5> 0- 155
NHHEIZLTL
5 Source: SCSC-153B

2022/2/25 NIL 30
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« BEETEORFEIOTCRACOVWTEZR. $FICAIZFERIIISAIC
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- BEEITEDRIIEERDDIE, ODDTHAN, wIUBEFOZECIR
/ﬁh‘ﬁf FEINF TR, BEMHIRITIE BB T SRR REC
IBRREDVEDTHS.

« BEEITEDALL, FILLEITTHD, IREZORBZIOEN
FITSN, BB TS,

s SESFRFMAFTT, AMAERBBZECHRVTE) AEIOTRZ—F
([CEEHDEFTERV. FERODOTATTELT, IITETMA-F
([CDOWCERBRUIE.
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CICEH#aTS
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o KDWEE(CHZ G EIEHD (BICHUTEAIHUTE)
- BEFSTE, CE P EHIEOAERFITVND. O T(EEMHER
:mUCH, ALARP Zim@EddENTERL
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2022/2/25 NIL 32
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